physicsworld %‘:’@
»
GGraduate Careers
In association with physiesworld|jobs

A secure future

Building a career
in intelligence
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What it means to have a career in

intelligence and cybersecurity at GCHQ

.

Future proof Curiosity, problem-solving and resilience are the key qualities for a career in intelligence.

Two leaders from GCHQ - the UK’s intelligence, security and cyberagency - talk to Tushna Commissariat
about their unique careers, as well as their advice on how to join them

As a physics graduate or an early career
researcher looking for a job, you might not
think of the UK’s primary intelligence and
security agency — Government Communi-
cations Headquarters (GCHQ) - as some-
where you might consider. But GCHQ,
which covers counter-terrorism, cybersecu-
rity, organized crime and defence support
for the UK, hires a vast number of physicists.
Indeed, to celebrate the 2025 International
Year of Quantum Science and Technology,
the agency has hosted many internal talks,
informational campaigns and more.
GCHQ works with the Secret Intelligence
Service (MI6), MI5, as well as the armed
forces, a number of international partners,
and firms in the private sector and aca-
demia. To find out more about a career at
GCHQ - working with cutting-edge tech-
nology to identify, analyse and disrupt
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threats to the UK - Physics World speaks
to two people with academic backgrounds
who have a long career at the organization.
They tell us about the benefits, the difficul-
ties and the complexity of working at an
intelligence agency.

Nia is the deputy director for science at
GCHQ, where she has worked for the past
15 years. After studying physics at univer-
sity, she joined GCHQ as a graduate and has
since contributed to a wide range of scien-
tific and technological initiatives in support
of national security. She is a Fellow of both
the Institute of Physics (IOP), which pub-
lishes Physics World, and the Institution of
Engineering and Technology (IET).

Cheryl leads GCHQ’s adoption of quan-
tum technologies. Following a degree in
engineering, her career began asan appren-
tice at an avionics company. Since then,

she has had many roles across research and
development at GCHQ and across broader
UK government departments, with a focus
on understanding and implementing
emerging technology. Cheryl is a Fellow of
the IET and a Member of the IOP.

When did your interest in science first
develop?

Nia My fascination with science was nur-
tured from a young age, largely inspired by
my parents. My mum was a physics teacher,
and my dad is a passionate historian with
an insatiable curiosity about the world.
Growing up in an environment rich with
books, experiments and discussions about
how things work — whether exploring astro-
physics, geology or ancient Egypt — instilled
in me a lifelong desire to understand our
universe. My mum’s electronics, mechanics
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I've had some
amazing and unique
opportunities and
eXperienCeS Cheryl, GCHQ

and physics lessons meant there were always
breadboards, crocodile clipsand evena Van
de Graaff generator in the house, trans-
forming learning into an exciting tangible
experience.

Cheryl As a child I was always interested
in nature and in how things work. I used
to build bug farms in the garden and still
have my old Observer’s books with the
butterflies, etc, ticked off when spot-
ted. Leaning towards my practical side of
constantly making things (and foolishly
believing my careers teacher that a physics
degree would only lead to teaching), I took
physics, chemistry and maths A-levels and
a degree in engineering.

Could you tell us a bit about your
educational background and your career
path that led to you work at GCHQ?

Nia I wasborn and grew up in South Wales
and attended a Welsh-language school
where I studied physics, maths and chem-
istry at A-level. I then studied physics at
Durham University for four years, before
I started working at GCHQ as a graduate.
My first role was in an area that is now the
National Cyber Security Centre (NCSC).
As the cyber security arm of GCHQ, it
researches the reliability of semiconduc-
tors in national security applications and
uses that research to shape policy and
security standards. This was great for me
as my final year in university was focused
on material science and condensed matter
physics which came in very useful.

Cheryl My engineering degree apprentice-
ship was through an aerospace company in
Cheltenham, and I worked there afterwards
designing test kits for the RAF. It was almost
natural that I should at least try a few years
at GCHQasalocal employer and T had plans
to then move to other R&D labs.
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Safety net Maintaining secure communication and anticipating new threats are key to the work carried

outat GCHQ.

What's it like to work here - what are some
of the stresses of working in this kind of
an environment and not being able to
discuss your job with friends and family?
What are some of the best aspects of
working at GCHQ?

Nia Working at GCHQ is rewarding and
exciting especially as we look at the most
exciting developments in emerging technol-
ogies. It can also be challenging especially
when navigating the complexities of global
security challenges amid an unpredictable
geopolitical landscape. There are days when
media reports or international events feel
overwhelming, but knowing that my work
contributes towards safeguarding the UK’s
interests today and into the future offers a
strong sense of purpose.

The most rewarding aspect, by far, is the
people. We have some of the brightest, most
dedicated experts — mentors, colleagues,
friends - whose commitment inspires me
daily. Their supportand collaboration make
even the most demanding days manageable.

Cheryl At GCHQ I found that I have been
able to enjoy several very different “careers”
within the organization, including oppor-
tunities to travel and to develop diverse
skills. This, together with a flexibility to
change working patterns to suit stages of
family life, has meant I have stayed for most
of my career.

I've had some amazing and unique oppor-
tunitiesand experiences. In the Cheltenham
area it’s accepted that so many people work
here and is widely respected that we cannot
talk about the detail of what we do.

What role does physics and especially
quantum science play in what you do? And
what role does physics play when it comes
to the national security of the UK?

Nia As deputy director of science at GCHQ,
my role involves collaborating with experts
to understand how emerging technolo-
gies, including quantum science, impact
national security. Quantum offers extra-
ordinary potential for secure communica-
tion and advanced sensing - but it equally
threatens to upend existing security pro-
tocols if adversaries harness it maliciously.
A deep understanding of physics is crucial
- not only to spot opportunities but also to
anticipate and counter threats.

Quantum science is just one example of
how a fundamental understanding of phys-
ics and maths gives you the foundations to
understand the broad waterfront of emerg-
ing technologies coming our way. We work
closely with government departments, aca-
demia, industry and start-ups to ensure the
UK remains at the forefront of this field,
shaping a resilient and innovative security
ecosystem.

Cheryl I first came across quantum science,
technologies and quantum computing
around 15 years ago through an emerg-
ing technology analysis role in R&D; and I
watched and learned keenly as I could see
that these would be game changing. Little
did I know at the time that I would later be
leading our adoption of quantum and just
how significant these emerging technolo-
gies for sensing, timing and computing
would grow to be.
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Maintaining a
hunger to learn and
adaptis what will set
you apart wia ccHo

The UK national ecosystem developing
around quantum technologies is a great mix
of minds from academia, industry and gov-
ernment departments and is one of the most
collegiate, inspiring and well-motivated
communities that I have interacted with.

For today’s physics graduates who might
be interested in a career at GCHQ, what
are some of the key skills they require?
Nia Many people will have heard of his-
toric tales of the tap on the shoulder for
people to work in intelligence agencies, but
as with all other jobs the reality is that peo-
ple can find out about careers at GCHQ in
much the same way they would with any
other kind of job.

I would emphasize qualities like curios-
ity, problem-solving and resilience as being
key. The willingness to roll up your sleeves,

a genuine care for collaborative work, and
empathy are equally important - particu-
larly because much of what we do is sensitive
and demands trust and discretion. Main-
taining a hunger to learn and adapt is what
will set you apart.

Cheryl We have roles where you will be
helping to solve complex problems - doing
work you simply won’t find anywhere else.
It’s key to have curiosity, an open mind and
don’t be put off by the fact you can’t ask too
many questions in advance!

What sort of equality, diversity and
inclusion initiatives do you have at GCHQ
and how are you looking to get more
women and minorities working there?

Nia Diversity and inclusion are mission-
critical for us at GCHQ, gathering the right
mix of minds to find innovative solutions
to the toughest of problems. We’re commit-
ted to building on our work to better rep-
resent the communities we serve, including
increasing the number of people from eth-
nic minority backgrounds and the number
of women in senior roles.

Cheryl We are committed to having a work-
force that reflects the communities we serve.

Our locations in the north-west, in both
Manchester and now Lancashire, are part of
the mission to find the right mix of minds

What is your advice to today’s physics
grads? What is it that you know today that
you wish you knew at the start of your
career?

Nia One key lesson is that career paths are
rarely linear. When starting out, uncer-
tainty can feel daunting, but it’s an oppor-
tunity for growth. Embrace challenges
and seize opportunities that excite you -
whether they seem narrowly related to your
studies or not. Every experience contributes
to your development. Additionally, don’t
underestimate the importance of work-life
balance. GCHQ offers a supportive envi-
ronment — remember, careers are mara-
thons, not sprints. Patience and curiosity
will serve you well.

Cheryl It takes multidisciplinary teams to
deliver game-changers and new ecosystems.
Your initial “career choices” are just a step-
ping stone from which you can forge your
own path and follow your instincts.

Tushna Commissariat is features editor of
Physics World.

Slender and Active

Mechanics of Emerging Materials and Systems

4 December 2025
Higgs Centre for Theoretical Physics at the
University of Edinburgh, Edinburgh, UK

This workshop will bring together researchers from physics,
mathematics, engineering, and biology to explore related systems

and their unusual behaviours in both natural

and synthetic active

environments. Particular emphasis will be placed on slender structures,
where the mechanical response is especially sensitive to the

coupling between internal activity and shape.

Key dates:

® Abstract submission deadline: 30 October 2025
o Notification of abstract acceptance/programme confirmed:

5 November 2025
® Registration deadline: 20 November 2025

For further information, please visit the website

iop.eventsair.com/samems2025 or email conferences@iop.org
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IOP Institute of Physics
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Find all the best graduate jobs, studentships and courses here in Physics World and online at physicsworld.com/jobs

UNIVERSITY©F
BIRMINGHAM

Connecting you to
a career in Nuclear

If you want to be equipped with the most research driven nuclear Prepare to go further

knowledge in the UK, then Birmingham is the place for you. Work with As the most targeted UK university by top employers (The

leading research experts in areas such as the nuclear fuel cycle, reactor Graduate Market 2023 High Fliers Report), we can prepare

physics and decommissioning. you for a successful career. Our programmes include
research projects with industry. We are connected to many

Our two Master’s programmes are designed to meet the growing UK and of the UK’s largest nuclear companies, who provide project

worldwide demand for nuclear trained professionals: and job opportunities to students. Funding opportunities

) are also available to eligible UK students.
= MSc Physics and Technology of Nuclear Reactors

= MSc Nuclear Decommissioning and Waste Management 1 1S iS your time. Apply now.

We nurture

; T
We activate ]

Learn more about these exciting opportunities
— by visiting: birmingham.ac.uk/physics-pg
birmingham.ac.uk

Fully Funded PhD Positions in Life Sciencest
EMBL International PhD Programme - 2026 Winter Recruitment

Would you like to contribute your creativity to an international team of scientists from  \yny ioin us

various disciplines focusing on basic research in the area of molecular life sciences?  EvBL provides PhD students with a starting platform for a successful

career in science by fostering early independence and interdisciplinary

research. The enriching encounter of different nationalities, the friendly

and collaborative atmosphere, and the passion for science is what unites

EMBL's diverse staff and provides an ideal setting to forge long-lasting

The EMBL International PhD Programme (EIPP) provides comprehensive interdisciplinary training, connections and make studying at EMBL a formative experience. Our PhD

maintaining a careful balance between theory and practice, close mentoring and creative freedom, positions are fully funded and offer broad health care and pension benefits.

collaborative teamwork and independence. These key characteristics make EIPP a role model, which

has inspired similar programmes at research institutions throughout Europe and the World.

Find out more about the cutting-edge Research Topics investigated across our different Research Full details on how to submit your online application are available here.

Units. The deadline for submitting the application is 13 October 2025. Recruited
candidates would start their work at EMBL latest by October 2026.

EMBL is a signatory of DORA. Find out how we implement best practices in
research assessment in our recruitment processes here.

Your role
The European Molecular Biology Laboratory (EMBL) invites you to apply for PhD positions in
Heidelberg, Barcelona, Grenoble, Hamburg, Hinxton (near Cambridge) and Rome.

You have

We welcome candidates with diverse backgrounds, such as in Biology, Chemistry, Physics,
Mathematics, Computer Science, Engineering and Molecular Medicine. Applicants must hold, or
anticipate receiving before starting at EMBL, a university degree that would formally qualify themto ~ For further information, please visit our web page or contact the EMBL.
enter a PhD or equivalent programme in the country where the degree was obtained. Graduate Office.
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We recruit.
Not only astronauts.

INTERNS

ESA GRADUATE TRAINEES
RESEARCH FELLOWS/POSTDOCS
JUNIOR PROFESSIONALS

Apply on jobs.esa.int

niversity
f Basel UNIVERSITY OF
OXFORD

)

STUDY AT OXFORD. '

MSc MEDICAL PHYSICS
WITH RADIOBIOLOGY

Bridging the gap between physics,
biology, and clinical practice:

- Physics of Radiation Interactions L1
- Molecular Radiation Biology m
- Radiobiology of Cells and Tissues QU= "
- Radiation Therapy Physics p——
- Translational Research Methods \=-

|
B
-

KICKSTART YOUR CAREER IN MEDICAL PHYSICS

e W . ’ RESEARCH, CLINICAL PRACTICE, OR INDUSTRY.
‘Iease visit www.phd.nanoscience.ch for more informa-

tion and the online application platform, open Octok}\r Find out more: www.oncology.ox.ac.uk
and November.. —
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Healthcare

Innovation

PGCert, PGDip
and MSt

Join us in a part-time

1- to 3-year multi-disciplinary
programme for healthcare
professionals, engineers

and innovators seeking to
enhance their capabilities
and improve their prospects
for successful innovation in
health and care.

Applications for Cohort 3
open in October, . &
starting in September 2026. : & TY g g’-.

healthcare.eng.cam.ac.uk 60 RID Q\

physicsworld| jobs
Partner Network

In partnership with
IOP Institute of Physics

Introducing our NEW Jobs hub
Explore the latest insights for physics careers

across industry and academia today
Tutor with

The
Brilliant

Paid opportunity CI U b

for PhD researchers

e Teaching and public
engagement opportunity

e Communicate your research
to a non-specialist audience

Apply today at
thebrilliantclub.org/tutors

X @BrilliantClub
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CAreers

As a physics graduate, you have a myriad of career opportunities
opento you, and ourannual Physics World Careers Guide is here
to help you navigate the jobs marketplace.

Read the 2025 Physics World Careers Guide today, for free.
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The future is in laser technologies

The ELI Beamlines Facility is a leading laser research centre and part of ELI (Extreme Light Infrastructure) pan-European
Research Infrastructure hosting the world's most infense lasers. ELI provides unigue tools of support for scientific
excellence in Europe. ELI Beamlines developed and operates four leading-edge high-power femfosecond laser systems
reaching unprecedented infensities.

The ELI ERIC is a specific legal form designed fo facilitate the establishment and operation of Research Infrasfructures
of European interest. ERICs are parficipated by States and infernational organisations as members. As a main statutory
mission, ELI ERIC is responsible for making the ELI Facilities available to the scientific community as a single international
organisation, with unified governance and management.

The Czech Republic hosts the ELI ERIC statutory seat in Dolni Brezany, in the South of Prague, at the ELI Beamlines facility.
Our research groups are expanding and recruiting physicists and engineers.

Here are some of the posifions currently available in our team:

Ultrafast optical & vibration * lon acceleration postdoc fellow DevOps-Engineer/Sysadmin
spectroscopy « PhD student — Neutron Detection Experimental HED Physics

Experimental Physicist in the in Pulsed Fields Senior/postdoc on laser-driven
LUIS-team Postdoc/PhD Paosition: plasma X-ray sources

Chemical & gas safety specialist Time-Resolved Femtosecond PhD Position: Advanced Electron

Postdoc Position — Machine Experiments Beam Diagnostics
Learning (ML) Driven High Power Postdoc - ICF-IFE theory & Linux Systems Engineer

Laser Systems simulation Senior 2PP Microfabrication
Senior Tech Support Specialist * Senior & Junior Scientist Engineer

For more information see our website www.eli-beams.eu/careers and send your application, please
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